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Abstract ing to its own clock. Each log entry associates events with
their respective timing information. In conventional distrib-
Developers of network applications face the problem of uted systems, local computer clocks are not inherently syn-
tracing unexpected events and their consequences wherhronized. Being physical processes, the clocks naturally
they analyze multiple asynchronous logs generated duringdiffer from each other. They can run at different speed and
a test campaign. Each machine that executes a process ircan also drift from an external accepted reference time.
a distributed network application records data in a local It is difficult or even impossible to establish the order
log, stamping it with timing information based on its own of events in different logs without a common knowledge of
clock. Itis difficult or even impossible to establish the order time. Analyzing logs with different time lines can lead to in-
of events in different logs without a common time line. To correct diagnosis especially concerning unexpected system
maintain the clock synchronization during a test campaign behavior under faults.
some solutions that change the system clocks can be con- The problem of clock synchronization arises because the
sidered as for example run-time communication protocols, machines in a distributed system typically use internal phys-
NTP or GPS. Each of these solutions presents some drawical clocks as their primary time source. On most systems,
backs. We have developed a tool callgard that employs  these clocks are accurate to within a few seconds per day,
an alternative strategy that allows off-line timestamp syn- put exceptions to the rule are usual. Desktop computers, for

chronization of multiple |OgS without Changing the clocks. examp|e, operate in power-saving modes in which even the
LOrd aims to synchronize test data generated in fault injec- clock is slowed down or stopped [4].

tion campaigns. To establish a common time line for our purpose we
could choose to synchronize the system clocks during a
test experiment using one of the common available solu-
1. Introduction tions as for example executing a online clock synchroniza-
tion protocol. Other possibility is the synchronization of the
Generation of logs is a well-known and established strat- timestamps of the multiple logs without altering the origi-
egy that allows the developers to trace abnormal executionsal hardware clocks. Using this last strategy, called off-
of their software and refine the development. Failure in- line synchronization[]2], a global reference clock can be
formation extracted from recorded errors is being largely computed using the relative differences between the system
used to evaluate the operational reliability of machines or clocks. After a test campaign where asynchronous logs are
services and to improve system dependability [12]. generated, this global reference is used to correct all of the
To debug a system, the analysis of the logs generatedcollected logs timestamps.
during test campaigns can give valuable information about  Off-line synchronization is simple to use and does not
its behavior in certain special faulty conditions. Unfortu- impose a substantial performance penalty. We have devel-
nately, a common sequential analysis cannot be easily apoped a tool called. Ord that implements this strategy and
plied to multiple logs generated by a distributed application has been applied to synchronize log data generated in fault
in different sites. injections campaignsLOrd is a complementary tool for
Each machine that executes a process in a distributed apFIONA ([7], [5]), a communication fault injector aimed to
plication generates a local log, storing timestamps accord-test the dependability of Java networked applications. How-
*Project developed in collaboration with HP Brazil R&D and CNPq €Vver,LOrd is an independent tool, which can have a general
Project ACERTE (#472084/2003-8) use in other monitoring environments.




This paper aims to presehOrd. In the following sec- The three solutions discussed above are runtime solu-
tions we discuss the problem of clock synchronization and tions. It means that the clocks are kept synchronized during
then show thd.Ord system model. We detail the off-line the execution of the applications, consuming performance
synchronization algorithm we used and finalize showing a or demanding special resources as a GPS receiver or an op-
case example wheteOrd was applied. erating system configured to execute NTP. Furthermore, the

latter would indirectly require root privileges on all nodes

2. Approaches to Synchronize System Clocks assigned to execute NTR.§.: configuringntpd on Unix
systems). When already available for other purposes, syn-

. . . chronized clocks can also be used to generate a log global

. Synchromze_d system clocks allow qrdermg events N & {imeline. Otherwise, due to the high message exchange rate

distributed envanment. But synchronized clocks are in- needed to synchronize the clocks, their use penalizes the

herently absent in t.|me f_reg networkeq sy;tems as 'the Inter'system performance or changes the environment where the
net. Thus, debugging distributed application over time free application is intended to run, leading to inconsistent rea-

netgorlf(s cannt())t rely Or? avgﬂa:jble .ClOCk ?ty\//\llwchronlztgnon. soning about the application behavior and performance.
OCKS can be synchronized using software runtime pro- - 5, interesting solution to overcome the workload of

tocols that periodically exchange messages containing time e synchronization during runtime just to keep the logs

re_a_dlngs. The_ algorithm executed_by each node for SynChrO'synchronized is the off-line synchronization of timestamps.
nizing the logical clocks can be viewed as a clock process

: S ~~This approach can be used to synchronize timestamps with-
invoked at the e_nd of every resynchror_uzguon mterv(_al. This out changing the application environment and without im-
clock process is responsible for penodpally_ reading the posing restrictions over the network and machines that are
clock yalues at other nodes’and then adjugtlng the COMe-available to a test campaign. If some nodes are using NTP
sponding local clock vaI_ue [1). Th_e goal is to keep the or GPS, the off-line synchronization can profit from it with-
clocks as CIO.SG as possible to real _tlme and to control theout demanding that every node provides those resources.
tendency of individual clocks to drift. Also, these run-

time protocols must have the capacity to overcome failures
whereby a clock might drift at an excessive rate or return 3- LOrd system model
erroneous values. Several reports about distributed system
clock synchronization protocols may be found in the liter- ~ We assume a time free networked system where each
ature ([14], [16], [4]), as they are often used as building machine runs one or more processes of a distributed ap-
blocks for large real-time systems. plication. Additionally a machine can run monitoring

In the early 1990s, the global positioning system GPS in- and/or fault injection tools that instrument the application
troduced a pervasive way to obtain timing information from processes and generate their own logs. When a test cam-
satellite time sources using a radio receiver. Time obtainedpaign finishes, every asynchronous logs are collected and
in this manner is accurate with resolution in microsecond then off-line synchronized.
range unless the GPS signal itself is distorted by unusual at- LOrd computes a virtual global clock based on the algo-
mospheric conditions or problems with the antenna used torithm proposed by E. Maillet and C. Tron/[8]. The original
receive the signal [4]. GPS can also be combined with soft- purpose of this algorithm was to monitor parallel programs
ware synchronization protocols to synchronize the clocks in for performance tuning in cluster environments. Clusters
a network with an external source time. GPS has generatedare small scale environments.Ord extends the way this
great expectation in the area of clock synchronization; un- algorithm is applied to allow its use in medium scale sys-
fortunately nowadays the general use of GPS receivers intems comprising thousands of machines.
any computer to synchronize clocks is not a common prac-  Maillet and Tron suggested an algorithm that runs in two
tice. rounds. It defines one computer as the reference node that

Following the general availability of GPS, NTP (Net- computes the virtual global clock. We have proposed ex-
work Time Protocol) appeared as a popular solution to gettending it to a three level hierarchy with a main reference
time information using the Internet. NTP uses a symmetric machine in the first layer, site reference machines in the sec-
architecture in which a distributed subnet of time servers ond layer and local machines in the third layer, as shown in
operating in a self-organizing, hierarchical configuration Figure[]. Each machine that belongs to the system runs
synchronizes local clocks within the subnet and to national an agent that is responsible to communicate with its parent
time standards via wire, radio, or calibrated atomic clock. machine and/or children in the hierarchy. The hierarchical
NTP can keep clock skew within tens of microseconds in a architecture used ihOrd is implemented as part of distrib-
LAN, and tens of milliseconds in a wide area network with uted architecture oFIONA environment. The reason for
a negligible cost ([1I0]). They are usually accurate enoughthree levels is the perfect mapping that can be done from
to capture most causal relations that happen in practice.  the topology of wide area networks.



yet. The agent, then, substitutes that imageFb®NA’s
previously instrumented and compiled fault injection class.
When the target calls its methods, it actually accesses the
instrumented methods. This strategy preserves the integrity
of the target source code.

With the aim to distribute a fault injector in every node
that forms the distributed test environmeRtONA com-
bines the tree-based architecture proposed by GRM [3] to
the protocol strategy used in Ganglia [9]. The communica-
tion between the local injectors and the site injector is based
on multicast UDP, while it makes use of TCP in the com-
munication between the site injector and the main injector.
The choice of local and site injectors can be performed by
the user of the tool, based on the number of nodes that par-
ticipate in a given test campaign.

Figure 1. LOrd’s three level hierarchy

3.2. Maillet and Tron Synchronization Al-
gorithm

It must be pointed out thdtOrd does not intend to be . -
. - Each process of &/; node in the distributed test cam-
fault-tolerant. If a machine that computes the virtual global . . _ .
: . aign stamps events in a log with its local tifiie A node
clock crashes, the running test campaign gets lost and mus

be repeated. It could be a problem if a test campaign con-,_ " is chosen as a Ioglcal clock reference. The method is
. - based on the clock difference between the reference ma-
sumed a very long time to run but dropping some tests that

. . chine M,. and each other machind;, i # r, of the group.

do not present significant results is an usual adopted ap- . . . .

proach. The clock difference is measurfad in two rounds: just before
In the next section, we introduédONA, the fault injec- an?:(?rt ;h;cﬁnndoz;\ifegt;amazlggén ds a messaqe id-

tion environment that includesOrd, then we present the ot 7T M ge 1.

original off-line synchronization algorithm and explain its M; reads its local time; and sends this value back M.
g y 9 b The local clock ofM,. is read before and after receiving

extension. this message. The average of these two values is said to
L. . be equivalent to the value read id;. The results obtained
3.1. FIONA fault injection environment with these measurements are used later to correct the time
of the log in each node.
FIONA [7] deals specifically with communication faults It is possible to model the local timk; measured on

that disturb UDP message$:IONA can also launch and  machinel/; as a linear dependence of the measure of local
coordinate multiple injectors in different nodes over a wide time in the reference machind,., it,.
area network to allow emulation of network partitioning [5].

FIONA injects faults in Java programs by instrumenting It;(t) = a; + Bilto(t) + 0; (1)
socket classes using JVMTI (Java Virtual Machine Tool In-
terface)[[15]. JVMTI is a native Java programming interface
used by debugging and monitoring tools for Java applica- In (1) ¢ represents the absolute time, the constgnis
tions. JVMTI provides both a way to inspect the state and the offset when equals zero and the constaftis the drift
to control the execution of applications running in the Java of the physical clock from nodé The more synchronized

Virtual Machine. are two clocks, the more the relative drift is close to one and
FIONA injects faults in Java programs instrumenting the the relative offset is close to zero. The constgnnodels
datagram socket class. This class provides Isettd() granularity and other random perturbations, independent of

andreceive() = methods for UDP packet servicelONA the timet, and assumed small enough to be ignored. This
is composed of two components: the JVMTI agent, coded estimation has good accuracy within relatively extended pe-
in C, and the fault injection classes, coded in Java. When theriods of time (minutes or even hours) assuming thais a
target runs, the JVMTI agent BHONA gets notified when-  linear function oft.

ever java.net.DatagramSocket is loaded. When The algorithm allows to change the local timeMdf reg-
notified, the original class image is already loaded in mem- istered as timestamps in each log generatéd imccording
ory, but it has not been processed by the virtual machinethe virtual global timel.C;(t).



round of the synchronization algorithm. The second round

LCy(t) = Ut (t) ~ iti(t) — ai @) runs after the test execution is finished. The last two phases

Bi correspond to log file collection from the machines. The
main agentriggers the log collection sending a message to
the site agentswhich acknowledge the message and begin
to ask for logs in the local machines. Theal agentsare
responsible for the file transfer to their parent site comput-
ers. Timeouts during the message exchange allow excluding
crashed machines.

Note that the initial values of the timestamps and also the
drift is corrected in function of the two reading rounds.

3.3. Hierarchical off-line Synchronization
Algorithm

Implemented in Javal,Ord computes a virtual global
clock using two message exchange rounds as the original M

Maillet and Tron’s algorithm. The first round runs imme- loca ,
diately before each test campaign. The second round runs N e \ /
immediately after the test finishes. /\\ ruing test campaign /\\ / \

In our extension of Maillet and Tron’s algorithm we have site
a reference machingf,. for each group. Low-level groups main / \ \
are formed by a site computer and its local computers. Each . \/ \ /
site computer is the reference machine for its group. The \/ \// \ /‘/
main computer is the reference machine for all site ma- > T oSt AT
chines which, together with the main computer, form the \/ \/ \

running test campaign

high-level group.
In LOrd, MM; is either a local node that runs at least one dlock syncronization ook syncroizaton trager e TN

application process during a test campaign and generates at

least one log file or it is a site computer. In this last case,

the M., is the main computer. The algorithm is the same for

the high-level and low-level groups. It initiates in the main

computer. The site nodes answer the main before they act

as reference machine in their groups. In the third level, all ] )
local computers just play the role f;. Each machine that belongs to the system runs a moni-

The extension implemented WyOrd implies that each toring agent. Thenain agenholds the global yirtua_tl cIocI_<
site: computes its own site virtual clock according to equa- @nd synchronizes the timestamps of all log files it receives
tions (1) and (2) in its group; correct the logs; and then sendTom thesite agents Eachsite agentholds a group virtual
them to the main node, where the algorithm is run in the clock and synchronlz_es the Iog_f|les it receives f_ronintml
higher level. agent; Thg synchronized log flles.are merggd in the corre-

The three-level hierarchy allows reducing the time that SPendingsite agentand sent as a single log file to thein
a single reference node would waste inquiring every other23ent Thelocal agentreads its physical clock and sends it
node in the system. In the top level, theain agentust when |ts5|'te ggenasks for |t'. Italso sends the Iog files gen-
needs to inquire the site machines. Each site machine an€rated to itsite agenwhen inquired. When theain agent
swers thenain agentind begins to inquire thecal agents receives a_II Iogs, it uses the global virtual clock to create a
of the machines in its group. The algorithm to correct the common timeline for all logs.
time readings of each child node runs simultaneously in all
site machines. The hierarchy presents the following ad-3.5. Case demonstration
vantages: it scales well to thousands of machines in tens
of sites, it allows to parallel processing reducing the work-  In the debugging of distributed applications, where de-
load of the main machine and, finally, it diminishes the time buggers are not always available or even applicable, the
to get all the clock readings. This last advantage reducesinsertion of log statements into the application’s code is a
also the chances that physical parameters of the environcommon low-cost alternative. However, in languages such

Figure 2. LOrd messages exchange

ment changes during processing time. as Java, inserted log statements increase the size of the code,
often reducing its speed. Log4j is a logging API (Applica-
3.4. LOrd operation tion Programming Interface) for Java applications aimed to

enable logging at runtime without modifying the applica-
Figure[2 shows the exchange of messages between théon binary, so that the log generation does not result in per-
agents inLOrd. The initial phase corresponds to the first formance costs [1]. With Log4j, the application logging be-



havior can be customized using a proper configuration file. chronized clocks.LOrd aims to solve the problem of the
By editing lines in this file it is possible to set properties general absence of accurate and synchronized system clocks
such as, among others, the logging level and the timestampn conventional network infrastructure such as the Internet.
format.

In the experiments, we used a Log4j timestamp 5. Conclusion

format  'yyyy-MM-dd hh:mm:ss.SSS ", based
on 1S08061 date format and according to the ) )
java.text.SimpleDateFormat class symbols. This paper presentddOrd, a tool that performs off-line

The tests consisted of usinglONA to inject omission Fimestamp synchronization of multiple logs, without chang-
faults (.e., when a process fails to receive or transmit N9 .the nodes.hardware clocks. Because of the employed al-
a message on time or at all ]13]) in a three node group 90rithm’s off-line naturel.Ord only performs log synchro-
(hostsjaguar , mercedes andbuick ) running a UDP mzatlo_n before and after the fault injection test campa|gp’s
application. Also, each node was set to have a different €xecution. Thus, the chosen method does not substantially

local clock, thus affecting the group clock synchronization. Penalize the performance of the test campaign. Al€ard

The hostbuick was chosen as the reference clock in @ssures consistency in the historical order of the logs events,
the application of Maillet and Tron’s algorithmFlONA ~ thus facilitating the application dependability analysis.
was configured to inject omission faults, with a 20% fault  This off-line clock synchronization method is well suited
rate, in all the messages sent frgmguar  to buick and for medium scale distributed systems. Since we do not re-
ferrari under a workload. The workload is a UDP pro- quire a fine-grained time resolution, we infer it can also
gram with a retransmission protocol layer, consisting of a Meet our goals when applied to systems that are largely-
Server DrawServidor ) and a Client DrawCliente ) distributed.
programs. A Client instance can only send messages, while As future work, we propose extending the model to per-
Server instances only receive them. Server instances werdofm n layers synchronization to reduce the distances be-
executed by nodesuick andferrari and a Clientin-  tween node synchronization phases. In this way, and by do-
stance was executed faguar . During the faultinjection  iNg @ more precise analysis on the choice of the best refer-
experiment, because of the retransmission protocol layer, allence node, we could increase the accuracy of the algorithm
affected messages should be retransmitted after a previousij large-scale distributed systems.
specified 50 milliseconds timeout.

In Figure[3, we show the global log after the off-line References
synchronization (part of the messages normally delivered
were omitted). As it is shown, three omission faults were
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logging.apache.org/log4j/

[2005-11-21 02:50:53.361] [buick] Fault injection experiment started

[2005-11-21 02:51:06.951] [Jjaguar] DrawCliente:74 - Starting application

[2005-11-21 02:51:15.613] [ferrari] Fault injection experiment started

[2005-11-21 02:51:24.933] [jaguar] DrawCliente:24 - Sending wsg to buick/143.54.12.175:9000
[2005-11-21 D2:51:24.968] [jaguar] DrawCliente:34 - Ack received from /143.54.12.175

[2005-11-21 D2:51:24.973] [jaguar] DrawCliente:24 - Sending msg to ferrari/143.54.12.104:8000
|[[2005-11-21 02:51:24.976] [ferrari] [UdpCmissionFault] [SourcelpPort null:d] [Receive]

[[2005-11-21 D2:51:25.026] [Jjaguar] DrawCliente:43 - Re-sending msy to ferrari 143.54.12.104:5533{
[2005-11-21 D2:51:25.052] [jaguar] DrawCliente:34 - Ack received from /143.54.12.104

[2005-11-21 D02:51:35.297] [jaguar] DrawCliente:24 - Sending msg to buick/143.54.12.175:9000
|[2005-11-21 02:51:35.299] [buick] [UdplmissionFault] [SourcelpPort null:0] [Receive]

[[2005-11-21 D02:51:35.349] [Jjaguar] DrawCliente:43 - Re-sending msg to buick/143.54.12.175:5000 |
[2005-11-21 D2:51:35.351] [jaguar] DrawCliente:34 - Ack received from /143.54.12.175

[2005-11-21 D2:51:35.353] [jaguar] DrawCliente:24 - Sending msg to ferrari/143.54.12.104:8000
|[2005-11-21 02:51:35.355] [ferrari] [UdpCmissionFault] [SourcelpPort null:0d] [Receive]

[[2005-11-21 D02:51:35.405] [Jjaguar] DrawCliente:43 - Re-sending msy to ferrari 143.54.12.104:5533{
[2005-11-21 D2:51:35.407] [jaguar] DrawCliente:34 - Ack received from /143.54.12.104

[2005-11-21 02:51:35.524] [jaguar] DrawCliente:24 - Sending wmsg to buick/143.54.12.175:9000
[2005-11-21 D2:51:35.529] [jaguar] DrawCliente:34 - Ack received from /143.54.12.175

[2005-11-21 02:51:36.797] [buick] Fault injection experiment finalized

[2005-11-21 02:51:54.231] [ferrari] Fault injection experiment finalized

Figure 3. Test Campaign Synchronized Log
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